A STEP AHEAD
Colocation for Business Continuity

At West 7 Center, we believe in

staying ahead of the curve
when it comes to keeping your vital IT
infrastructure online and connected.

biggest, purposebuilt data centers in
Downtown Los Angeles,
As one of the

we provide our customers the

flexibility & reliability they need
to keep moving no matter what happens.
The goal of this e-book is to share some
considerations when planning for disaster recovery.
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The Cost of Unplanned Downtime

Since 2014, 82% of companies worldwide have experienced an
average of two unplanned outages, each lasting four hours . The
average cost per hour of downtime across all business verticals
is $260,000 , which means that a company that experiences
even one outage could be in for a bill as high as a million
dollars! Even more startling, the US National Cyber Security
Alliance found that 60% of smaller-size companies that suffer a
cyber attack never recover and go out of business in six months.
Unplanned downtime does not result only in a loss of
productivity; it also involves a loss of reputation and
customer trust. From natural disasters to cybercrime,
North American companies lose close to $700 billion a
year on IT outages . As the global economy becomes
increasingly data-intensive, enterprises need to be proactive
about protecting their vital IT assets and resources.
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Disaster Proof while
Maintaining Control

When companies think about disaster-proofing their
vital infrastructure, they often consider investing in a
data center and private cloud of their own, or making
use of the public cloud. Giant organizations such as
Amazon have transformed the IT industry with subsidiaries
like Amazon Web Services (AWS), which provides ondemand cloud computing platforms to its subscribers.
A private cloud typically resides on an organization’s
intranet and is protected behind a firewall; this offers a
high level of data security. However, it is best used by
companies that have already invested in data centers
of their own with the infrastructure available for hosting.
Private clouds are also expensive, requiring in-house
management, maintenance and replacement of servers
as time goes on. As a result, this solution tends to favor
large companies with plenty of capital available to invest.
For many mid-size and smaller companies, the attractiveness
of the public cloud option is two-fold. First, it mitigates
the high capital costs associated with constructing one’s
own datacenter plus the in-house expertise to run the
servers and environment. Secondly, relying on a public
cloud provider to deploy the necessary infrastructure
is fast, providing organizations with the agility they
need to continue attracting and retaining customers.
Despite these benefits, one fact remains: all cloud
data still needs to be physically stored on dedicated
servers. In the case of public cloud storage, your
company’s data may reside on multiple servers in
different locations since the cloud provider has complete
control. Even the cloud can go down unexpectedly.
In 2017, AWS suffered a massive service outage that
lasted five hours and brought many of their customers’
websites down. Economic analysts calculated that
AWS’ S&P 500 customers lost a total of $150 million
while US financial companies forfeited $160 million
in lost revenue. Similarly, in 2017, a botched update
to IBM’s Bluemix cloud infrastructure interface caused
an unplanned outage of several hours during which
customers could not manage their vital applications.
Cloud solutions are therefore not immune to downtime.

There is, however, an alternative for companies looking
for more control, safety and stability when it comes to
guarding against unplanned downtime – colocation.
Since your company’s applications and data may have
varying requirements, a combination of cloud along with
colocation, referred to as a hybrid solution, can provide
a flexible, scalable and reliable alternative to a cloudonly solution. These solutions can provide an optimal mix
of public cloud, private cloud and on-premise (physical
services). Your data center provider can recommend
service providers within their facilities that can guide
you to the right mix for your IT communications.
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Data Center / Colocation

The growth of the digital economy means that the ability
to store, process and manage exponentially-growing
volumes of data is becoming critical to the success of
businesses across almost every vertical. Colocation
is a viable option for companies needing to expand
the capabilities of their existing IT environments.
Like cloud services, colocation offers companies significant
time and capital savings relative to constructing new
data centers of their own. After all, it is much easier for
an organization to incrementally increase operational
expenditure on an independent colocation facility than
it is to generate or allocate the capital for construction
and management. Unlike cloud providers, however,
data center operators do not own and manage the
equipment on which your data is stored. Rather, the
operator provides the space, cooling, power, bandwidth
and security capabilities needed to ensure maximum
uptime for your business’ vital IT operations. This can
enhance the efficiency of your business as data center
management is a highly specialized competency and one
in which many businesses do not have the resources.
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Characteristics of Top
Quality Data Centers

1. Optimal Location
Choosing the right data center is vital to boosting your business and
preventing costly downtime. The first aspect to consider should be
location. A data center that is close to your business and area of operation can yield the ultra low latency experience you need to have
an edge in the market. If you do business in major metropolitan cities
like Los Angeles or New York, stay local for well-established connectivity to other facilities like internet exchange points (IXPs) and telecom hubs. For end-users relying on IoT technologies (i.e. autonomous
vehicle developers, smart city developers), choosing a proximal data
center is also beneficial for controlling day-to-day operations and
resolving issues quickly.
Furthermore, underground data centers provide a high-level of inherent protection against adverse weather conditions like hurricanes
and tornadoes. While suburban data centers can provide cheaper
rates on electrical power, customers may have to deal with increased
latency and reduced ability to access hardware during a widespread
natural disaster. Also, look for a data center close enough so that
your employees can reach it in the event of a disaster.

2. Environmental Control
A data center’s success lies in its ability to provide a consistent,
stable environment for its clients’ IT equipment to perform optimally.
Good data center operators concentrate on every aspect of environmental control from maintaining the appropriate temperature and
humidity to ensuring failsafe fire suppression. Reliable data center
operators also have multiple redundancies across cooling, power
and connectivity to provide a back up if one system has an issue.
This is often referred as an N+1 feature in which individual components or ‘N’ have an independent backup or ‘+1’.
Power is also a critical component of maintaining environmental control. Leading data centers offer dependable access to commercial
power and have enough backup power capacity to keep operations
going in case of external disasters like floods, hurricanes and earthquakes. As a result, their customers have the advantage of continuous uptime, which is vital to avoid the large costs of unplanned
outages.

3. Data Security
With colocation, you retain control over the servers upon which your
data is stored. This is particularly beneficial for companies that may
need to comply with data protection regulations of the countries in
which they operate. Many countries have data residency laws mandating that any information involving their residents be stored within
their national boundaries. In this case, colocation in a local data
center becomes a prudent option for multinational organizations.
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Leading data center facilities also employ a myriad of physical
security measures to prevent unauthorized access to your data. These
can include employing 24x7 on site security, card access, video surveillance and even biometric scanners. The data center you choose
should have multiple layers of physical security both within the facility
and outside, along its perimeter.

4. Access to Carriers and Cloud(s) as Needed
These days, data center facilities offer much more than data storage.
First, many are carrier-neutral, meaning they are not beholden to any
one service provider. Rather, customers can interconnect as needed
with multiple onsite carriers. This is beneficial from a disaster recovery perspective since this practice provides a high level of flexibility
and diversity in case a particular carrier has an outage or issue.
Modern-day data centers are also increasingly becoming cloud-neutral as well. In these cases, businesses can securely and privately
connect their infrastructure in a data center directly to cloud services
like AWS, Oracle, Microsoft Azure and others. This type of connection
to the cloud allows companies to take advantage of all the business
continuity protections that data centers offer while still making use
of cloud solutions. Therefore, it is advantageous to seek out a data
center that is both carrier and cloud-neutral – providing maximum
choice and flexibility.

5. Office Space to Enhance Disaster Recovery
If you prioritize business continuity planning and disaster recovery
(and why wouldn’t you!), look for purpose-built data centers that have
office space available for lease. These types of facilities can offer
conference rooms and special amenities like break rooms, cafeterias
and showers. In 2017, Hurricane Harvey struck South-Eastern Texas,
causing catastrophic flooding and forcing many people from their
homes. Thanks to amenities like showers and even washing machines, the staff and customers of multiple data centers rode out the
storm without experiencing downtime.
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West 7 Center’s Unique
Attributes

Whereas many of Los Angeles’ current data centers were converted from
former warehouses or office buildings, West 7 Center is the city’s first
building purpose-built as a Tier III+ data center. A Tier III+ facility is a designation given by the Uptime Institute and rates a data center’s number
of guarantees on the type of hardware deployed in the data center to
ensure redundancy.
West 7 Center’s Tier III+ designation denotes a highly reliable facility with:
•

99.98% Availability

•

N+1 Redundancy for power and cooling

•

Ability to manage maintenance periods without affecting the continuity of service on the servers

Schedule a Tour of West 7 Center
With multiple options for carrier and cloud-neutral connectivity, West 7
Center is perfect for telecommunications companies, cloud providers,
enterprises, healthcare facilities and other organizations that require
reliable infrastructure in which to run their operations. You can grow your
operations over the long-term within our secure ecosystem. Additionally,
you can rest easy when it comes to space and power. We have 13 MW of
available power and 172,000 square feet of space available. Thanks to
our large campus size, we are unconstrained when it comes to meeting
our customers’ unique needs.
Here are the key points to remember about West 7 Center when you
undertake your disaster recovery planning:
•

Built to meet or exceed seismic codes

•

Convenient, close and low latency connectivity to other critical
facilities like One Wilshire, a primary transit point for internet traffic
as well as peering exchange, domestic and international interconnections

•

Supported by two central plants with redundant backup critical power and cooling capacity

•

Three underground fuel tanks and fuel to support West 7 Center’s
backup generators for prolonged power outages

•

Features one of only three commercial helicopter landing pads in Los
Angeles

•

Consistently undergoing efficiency upgrades including the integration
of cost-effective, renewable energy

West 7 Center also features 24x7 on-site building engineering and security, along with over 1,000 covered parking spots, ATM machines, a recently
renovated 112-seat auditorium and a patio seating area. All in all, West 7
Center is a primary choice for companies to colocate their vital infrastructure and safeguard their operations against costly, unplanned downtime.

Are you ready to build a resilient disaster recovery plan for your vital
IT infrastructure? Contact us today to learn more and schedule a tour.
Follow us on social media for daily updates!

Darren Eades
Executive Vice President
+1 213 239 6061
darren.eades@am.jll.com
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